INTRODUCTION
When constructing modern data transmission systems (DTS), an urgent task is to study methods for improving the quality of operation of technical facilities and the system as a whole [1, 2, 3] . The modern DTS uses an element base based on the use of large-scale integrated circuits (SIC), ultra-large integrated circuits (LIC) and microprocessor kits (MPK) that significantly improve the efficiency of systemsincrease productivity and reliability, expand the functionality of systems, dimensions and power consumption. At the same time, the transition to the widespread use of SIC, LIC and MPK in modern DTS, together with indisputable advantages, has created a number of serious problems, connected primarily with the processes of their control and diagnostics [4, 5, 6, 7] . The main criterion for reliability of DTS is the availability factor, the components of which are the average time between failures, characterizing system reliability and the average recovery time, which characterizes its maintainability [1, 2, 3] . Since any DTS has ultimate reliability, then if there are failures in it, it becomes necessary to quickly detect, find and fix faults, and restore specified reliability indicators. In the DTS environment, the most important of the two components is the recovery time, which is determined by the detection time (monitoring) and the troubleshooting time (diagnostics), therefore one of the main activities is to improve the technical and operational characteristics of the DTS hardware by improving maintainability. This is due to the fact that one-sided orientation towards achieving high reliability of DTS to the detriment of maintainability often does not provide an increase in the availability factor in operating conditions, since the complexity of troubleshooting leads to an increase in the recovery time.
In this regard, one of the decisive prerequisites for achieving high reliability characteristics is related to the further increase in the intensity of work on the development and use of new approaches and methods for monitoring and diagnosing DTS and their technical means at all stages of the life cycle.
LIFE CYCLE OF DTS AND WAYS TO INCREASE RELIABILITY CHARACTERISTICS
The DTS life cycle is a set of research, development, manufacturing, handling, operation and disposal of the system from the beginning of the study of the possibilities of its creation to the end of its intended use [3, 8] .
In Fig.1 .1 shows the typical distribution of stages and stages of the life cycle, DTS. We will consider the problems arising at the stage of the life cycle associated with the operation of DTS. So, the operation of DTS is the stage of the life cycle on which (functional use) is realized, maintenance (maintenance) is being maintained and its quality is being restored (technical maintenance and repair).
Fig1.1. The life cycle of hardware and DTS in general.
The main criterion for reliability of the restored DTS is the availability factor [3, 8] 
which characterizes the probability that the system will be in a working state at an arbitrarily chosen time; This is the average value of the duration of the continuous operation of the system between two failures.
where N-total number of failures; Currently, the following main areas of work to improve the reliability of the operation of DTS are known:  First of all, reliability is enhanced by the use of highly reliable components. This direction is associated with significant expenditure of funds and provides only the solution of the problem of non-repudiation, but not maintainability.
However, one-sided orientation in creating systems to achieve high reliability (through the use of a more sophisticated element base and nodes) to the detriment of maintainability, in many cases does not ultimately lead to an increase in availability in real operating conditions.  The second direction is connected with the improvement of operational and technical characteristics, DTS by improving the maintainability indicators by means of monitoring and technical diagnostics.
Objectives and Classification of Systems of Technical Diagnostics of MicroprocessorBased DTS
As noted earlier, the transition to a wide application of SIC, LIC and MPK in digital systems has created, together with indisputable advantages, a number of serious problems in their maintenance, primarily related to monitoring and diagnostic processes. It is known that the cost of troubleshooting at the production stage ranges from 30% to 50% of the total cost of device manufacturing, and at the operational stage of DTS, at least 80% of the recovery time of DTS is due to the search for a faulty replacement element [9, 10, 11] .
Diagnostic systems DTS are designed to solve one or more problems: checking for serviceability; performance checks; verification of correct functioning; troubleshooting. In this case, the components of the diagnostic system are: the object of technical diagnosis, which is understood as an object or its components, the technical state of which is to be determined, the means of technical diagnosis, the set of measuring devices, the means of switching and coupling with the object.
Technical diagnostics (TD) is carried out in the system of technical diagnosis (STD), which is a collection of means and the object of diagnosis and, if necessary, performers, prepared for diagnosis and carrying it out according to the rules established by the documentation.
The components of the system are:
Object of technical diagnosis (OTD), which is understood as a system or its components, the technical condition of which is to be determined, and the means of technical diagnosis -a set of measuring devices, switching and coupling means with OTD.
Technical diagnosis system works in accordance with the algorithm TD, which represents a set of prescriptions for diagnosing.
The conditions for carrying out the TD, including the composition of the diagnostic parameters (DP), their maximum allowable minimum and maximum pre-stress values, the frequency of diagnosing the product and the operational parameters of the tools used, determine the mode of technical diagnosis and control. In order to maintain DTS in a technically sound condition, a monitoring and diagnostic subsystem is created, which is a set of software and hardware designed to diagnose their technical condition and maintain (or restore) the required quality of work. The DTS monitoring and diagnostic tools allow you to speed up complex processes for detecting and eliminating failures, and reducing equipment downtime.
Analysis of Modern Microprocessor Devices (MPD) DTS as an Object of Monitoring and Diagnostics
Increasing the technical and operational characteristics of complex DTS based on SIC, LIC and MPK is inextricably linked with the development of diagnostic methods and tools with the need for comprehensive accounting and analysis of digital cards and their components as an object of control and diagnostics.
Features of monitoring and diagnostics of digital cards with SIC and LIC are characterized by the following [3, 12, 13, 14] :
 a wide range of SIC and LIC characteristics;
 the number of control tests, which can reach several thousand;  digital cards with SIC and LIC have a trunking principle of organization, which requires the exchange of data on 4, 8, 16-bit buses in one clock cycle period, as well as simultaneous multichannel monitoring;  trunks in most SICs and LICs have a bidirectional mode of operation, so the monitoring equipment must be able to switch from transmit to receive during one period of the clock;  digital cards with SIC and LIC can have several bidirectional I / O channels in the interface circuits;  since the time characteristics play an important role, the monitoring operations should be performed at a frequency close to the operating frequency to 10-50 MHz.  Microprocessor devices have a number of features that prevent the use of traditional equipment: [9, 10, 11, 12, 13, 14 ]  the description of circuits is difficult, since their functions are realized in MPS by microprograms stored in ROM. The work of these schemes is hidden in the algorithm of the program;  similar difficulties arise in connection with the dynamism of the operation of MPS, in which pulse signals usually act for several microseconds, and then disappear. Therefore, you need to know, not only where to look, but also when to look;  the parallel structure of the buses to which several devices are connected at once according to the OR circuit, makes it difficult to detect a source of faults.
Thus, it is possible to point out the general features of digital cards based on SIC, LIC and MPK, which determine the complexity of their control:
 increased complexity of the control obje;
 limited admission to controlled nodes;  bus organization;
 the need for real-time monitoring;  microprogram control MP;
 incompleteness of control of SIC and LIC components;  influence on the stability of the operation of the MPS of the input conductance SIC, LIC and structural elements;  high cost of detection and elimination of defects, etc.
In order to develop methods and means of diagnostics, microprocessor boards and the creation of a diagnostic data base must be developed.
The technique of the analysis of the nomenclature and technical data of the specified types of digital cards as a diagnostic object.
For this, it is necessary to analyze the nomenclature and technical data of digital cards and their components, which includes: [3, 8]  The distribution of the number of various digital cards in the digital system;  Number of typical names of digital cards and their sizes: types, series and number of SIC, LIC and MPK;  Types and number of connectors, the number of pins of connectors in various types of digital cards;  Operating frequencies of the functioning of the nodes in the digital cards in question;
 Voltage grades of power supplies for various digital cards with IC, SIC, LIC and MPK.
Thus, the created diagnostic database is designed to store:
 information on the types of IMS, SIC, LIC and MPK and their reference signatures required for their replacement and for the organization of input control;  information about the digital cards being checked and their reference signatures directly on the connectors' pins;  information about the topological model of the circuit of digital cards;  algorithms for searching and localizing the fault location in digital cards;  information on external docking parameters required for setting up and checking the operability of the restored digital cards and bringing these parameters to the standards specified in the technical conditions.
Methods for Calculating and Determining Reference Signatures for a Single and MultiChannel Signature Analyzer of Microprocessor Devices
One of the types of diagnosing MPD at the stage of their development and manufacturing is the classical testing, the application of which allows to determine the correctness of their functioning and to carry out the procedure of troubleshooting.
Testing of microprocessor circuits is based on the formation of test sequences, and during the testing procedure, based on the results of comparing real output reactions with the reference ones, decisions are made about the state of the circuit under test. If the received output reactions of the circuit are consistent with the reference scheme, it is considered to be functional, otherwise the circuit contains a malfunction and is in a faulty state.
The classical approach to testing MPD requires considerable time-consuming both for the formation of test sequences and for the testing procedure. In this case, for carrying out the testing procedure, both the test sequences themselves and the standard output reactions of the schemes are stored for their effect.
Thus, the classic strategy of testing MPD, based on the formation of test sequences, requires significant time and large amounts of test information and standard output reactions, which implies the presence of complex equipment.
The most effective solution, allowing to significantly reduce the amount of stored information about the reference output reactions, is a single and multi-channel signature diagnostic method in digital circuits. [4, 5, 6, 7, 17] An important parameter of the signature analysis is a set (dictionary) of reference signatures, which is predetermined for a functioning MPD. The need to create methods for calculating signatures is associated with the need to automate the production of dictionaries (tables) of reference signatures, since their creation by means of signature measurement is rather time-consuming. Therefore, the main document of the method of signature analysis is the dictionary of reference signatures, which defines an algorithm for troubleshooting. At the present time, various theoretical methods are known that allow one to calculate and determine reference signatures. [15, 16] Method for Calculating Reference Signatures Based on the Nested Polynomial Method. [16] Let the input binary sequence enter the input of the pseudo-random sequence generator (PSG) (Figure 3) . PSG, similar to that shown in Fig.3 , the input binary sequence is converted, corresponding to dividing the input polynomial by the inverse of the characteristic polynomial describing the given PSG. Due to the fact that the numbering of registers usually starts from zero, the signature can be written in the form:
To obtain a formula for calculating the signature in a particular PSG in expression (4) It is obvious that each register performs its own division (transformation) of the input polynomial.
If the degree of the input polynomial is greater than the degree of the shift register, then the effect of nested registers is taken into account in the feedback polynomial of the shift register of a larger length. If the degree of the input polynomial does not exceed the degree of the register, then the input polynomial divides into an inverse of the feedback polynomial of the shift register of a shorter length. Since the degree ) (Х r less degree ) (Х Р , then to obtain the real remainder it is necessary to divide ) (Х r on inverse polynomials of feedbacks of registers of smaller length. We denote the inverse inverse polynomial in terms of
Then we look at the remainder 
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By this formula, it is possible to calculate the signatures for the shift register with the numbering from l before n . If the numbering of the digits starts from zero, then formula (4.9) takes the form:
So, for PSG, developed by Hewlett Packard (HP) the formula has the form [14] :
Let's consider an example of calculation of a signature by the specified method for an input sequence 11111100000111111111, which we represent in a polynomial form: 1,2,3,4,5,6,7,8,9 , A, C, F, H, P, U. Each binary sequence has its own signature. 0000 -"0" 0100 -"4" 1000 -"8" 1100 -"F"
0001 -"1" 0101 -"5" 1001 -"9" 1101 -"H" 0010 -"2" 0110 -"6" 1010 -"A" 1110 -"P" 0011 -"3" 0111 -"7" 1011 -"C" 1111 -"U"
In Fig. 4 is a diagram explaining the principle of compressing an input sequence of length 20 bits by a signature analyzer.
The signature is formed using a shift register with a logical feed back 
, at the input of which there is an adder modulo two. Suppose that during the connection of the probe CA to a control point, a 20-bit sequence of ones and zeros appeared in it that has the form: 11111100000111111111.This input sequence is summed modulo 2 with the contents of the shift register cells 7, 9, 12 and 16. After 20 cycles of the circuit operation, the register will contain a 16-bit combination 1101100101010011, which, as a result of division into four four-digit combinations, corresponds to the alphanumeric signature H953. 
A Simplified Method for Calculating Reference Signatures [3,18]
As noted earlier, the principle of CA implementation as a whole is based on mathematical relationships similar to those used in the formation of cyclic codes. However, in view of the fact that the practical diagram of the divisor itself, performed on the multi-input adders modulo 2, differs from the used divisor of the cyclic code, the contents of the shift The sequence of work with the program is as follows  set the shift register;  set bits of a polynomial;  input input sequence;  If necessary, set the interval for acceleration / deceleration of the process;  click the "Start" button.
When the "Start" button is pressed, the input sequence starts to be fed to the input of the adder modulo 2. The bits of the input sequence pass through the logic circuit and are written to the shift register. After passing through all the bits of the input sequence through the logic circuit, a digital signature appears on the screen, representing the code for the seven-segment indicator (Fig. 5) .
Each signature symbol is displayed under the corresponding four bits of the shift register. A six-digit register corresponds to a four-character signature, an eight-digit two-character signature, a thirty-two-digit eight-digit signature.
An analysis of the n-output digital circuit by a single-channel signature analyzer (CA) leads to an increase in n times of the time required for circuit analysis or equipment required to implement n signature analyzers. Multichannel signature analyzers allow to significantly speed up the procedure for monitoring multi-output microprocessor circuits, which practically increases by n times, where n is the number of inputs of the analyzer used. Description of the virtual mock-up of a multichannel signature analyzer.
Fig6. Multi-channel signature analyzer.
 the state of the triggers in the last step of the operation.  convolution (signature).  incoming vector.  field for displaying sequences.  fields for entering the length of the sequence.
 field for register feedback.
Symbols of red color -the next incoming bit vector.
Symbols of black color-the state of the previous triggers in the previous bar.
Green symbols -the state of the last trigger in the previous bar (appears when there is feedback).
Symbols of blue color -trigger states in the current bar.
In order to get the convolution, you must first enter the length of the stream (field # 5) then click on the "generate" button and then on the "calculate" button during the last clock of the analyzer operation, in field # 1 (the state of the triggers in the last step of the operation) there will be a binary sequence which is not yet a minimized signature, then when the "signature" button is pressed in box # 2, the final convolution appears. Also it is possible to establish feedbacks in field No. 6.
In addition, you can enter the desired sequences yourself, for this you need to specify the length of the sequence in the field for specifying the 
CONCLUSION
Based on the studies carried out, the following conclusions can be drawn: A scientifically substantiated solution of complex monitoring and diagnostic tasks DTS, using SIC, LIC and MPK kits in its composition, can be provided on the basis of a systematic approach to the development of control and diagnostic support for various stages of the life cycle. A technique 
